
Today I will discuss security and privacy when using paper as 
a store or convenience of information or of money.

I will show examples of how digital can help while also 
highlighting risks and how to mitigate them.



Why do we use paper (or stone) to store and share 
information and as a proxy for money

So heavy



Technological 
breakthrough 
in 1438



Not quite 
as heavy 
as stone



Is this as good 
as it gets?

This is the 
peak of paper 
technology



Technophoes in 1438 said: “I liked stone 
better, it won’t burn.”



Suppression of knowledge, 
information. It is easy to burn paper



How do you burn (destroy) 
digital information?

It’s real hard to destroy

If it is backed up in the Cloud



Cost to publish (the creation and distribution or delivery of 
information on maper

● Army of reporters, 
● Printing presses
● Delivery vans

Only a big business has 
the resources



True of paper books too. Publisher control 
whose ideas and stories have merit





The speed at which the information gets to 
the recipient



When was the first “text message” 
sent?



1840

(Forgive 
me Lord 
for what I 
have done)



Security of the info on the paper 



When does email become not secure?



Let’s remember the 
environmental impact of 
paper



https://www.vtt.fi/inf/pdf/tiedotteet/2010/T2560.pdf

Pihkola, Hanna et al. 
(2010) 

Carbon footprint and 
environmental impacts of 
print products from 
cradle to grave, 

VTT Research Notes 2560, 
2010. Available at http://
www.vtt.fi /publications/

https://www.vtt.fi/inf/pdf/tiedotteet/2010/T2560.pdf






Reduces tax evasion, corruption, illegal drug transactions, 
terrorism financing.



Who handles physical documents (like paper) that 
contain your name, address, phone number, credit 
card number or bank account number and knows 
many of your family and friends and merchants with 
whom you do business?



The post office sometimes loses mail, 
steals mail, puts your mail in your 
neighbors mailbox. throws mail away 
and everyday it puts mail in a box that 
is on the street and unlocked. 

Security risk





“...a targeted advertising technique that lets you map your 
marketing ... audience by age, income, or household size…”

There is a century-old company that offers 
to help you target market your customers...



“...targeted advertising technique that lets you map your 
marketing mail audience by age, income, or household size…”

Census data



Sept 28, 2018

Privacy and 
security are old 
problems in a 
new age…

While on the 
subject of FB...

Privacy risk



What is at risk in a 
Facebook security 
breach?

Facebook knows:
● Email address
● Phone number *
● Birth date *
● Behavioral patterns

Facebook doesn’t know:
● My address *
● My SS number
● My CC number
● My income *
● My DL number *
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What is at risk in a Google 
security breach?

Google knows:
● Email address
● Phone number *
● Birth date *
● Behavioral patterns

Google doesn’t know:
● My address *
● My SS number
● My income *
● My DL number *
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Not my real 
b-day



What’s at risk:

● Social Security number, 
● Credit card numbers*
● Your credit profile
● Who you bank with
● Who you owe money
● When you miss 

payments

You can not delete your 
“Account” with a credit 
reporting agency

Credit bureaus are old companies

Security risk!

Credit reporting agency



What’s at risk
● OMG, a lot and more!
● Address
● SS number
● DOB
● Bank account number
● Income history
● Spouse’s data too
● Health Ins provider
● Mortgage holder
● Investment company

Later I will describe how to work with 
the IRS to reduce risk of data loss.

Security risk 



https://youtu.be/PgKSbYPHn7Y

https://youtu.be/PgKSbYPHn7Y


To send a confidential 
message and avoid paper 
and the USPS send a 
confidential email



The internet did not cause these problems, 
they’ve existed for a long time 

You can be just as safe, maybe more so, on 
the internet as you are offline. 

Now, how to manage your risk...



Reduce your use of the USPS, go 
paperless 



Stop using paper for private or 
sensitive documents 
● Bank and investment statements, 
● paying someone with a check, 
● your tax refund and 1040
● to receive your medical bills, 

statements and EOBs
● utility bills





No paper bill, no paper check, and a confirmation



Set up Alerts with your 
bank and investment 
company.



Email alert 
when a 
transaction 
occurs



We give people our bank info; bank name with 
and bank account number?



One





Send and receive 
money electronically

Your bank offers this service



Wells Fargo

Zelle

Chase 

And lots more

Your bank, and Zelle, use your 
email address or mobile phone 
number to identify you and control 
where to send money





Don’t put yourself at 
risk by carrying 
cash



Send or receive money with 
other people with Google Pay 
or Apple Pay





Photo credit https://www.news18.com/news/india/icici-bank-launches-indias-first-contactless-nfc-enabled-debit-credit-cards-734756.html

https://www.news18.com/news/india/icici-bank-launches-indias-first-contactless-nfc-enabled-debit-credit-cards-734756.html


Risk with the tax preparer, a paper form, humans handle it at IRS and USPS



Reduce the number of people that look at and handle your financial information













If you absolutely positively have to use the US Postal Service sign up for “Informed Deliver” 



Daily notification 
of what mail to 
expect.



If scanned mail 
doesn’t show up 
(carrier put it in the 
wrong mailbox?) 
you can report it to 
the USPS



Protect your private sensitive information:
● Avoid putting sensitive info on paper
● Avoid putting paper in the mail
● Go to paperless bills and statements
● Stop writing paper checks
● Avoid giving humans your private info, they are 

going to put your info online anyway and now a human 
know your stuff too.



US Postal Service
IRS
Veterans Admin (VA)

Are greater risk to your 
sensitive data than 
Facebook or Google



What to do? Start where there is the greatest risk
● The credit bureaus: Equifax, Experian, TransUnion
● The government: IRS, US Postal Service

Security risk







What is in a credit report

● Names, address,...
● Employment history
● Public record like BKs, 

judgements
● Collections history
● Credit accounts (loans and 

CC) current and old ones that 
are closed

● Recent inquiries into your 
credit



Does your credit report show a debt 
that you are unaware of?

● A credit card you never applied 
for

● A credit card account you swear 
you closed years ago

● A joint account with a former 
spouse

● A joint account with an adult child
● Late payments you don’t 

remember





Online dispute links





YOUR MONEY

You Should Freeze 
Your Child’s Credit. 
It’s Not Hard. Here’s 
How.
A new law requiring credit bureaus to offer 
you free freezes applies to children, too. It’s 
easier than you’d expect, but you may still 
have questions. Here are some answers. CreditCreditRobert Neubecker

By Ron Lieber

● Dec. 28, 2018

You can now freeze your child’s credit files for 
free — and it isn’t as difficult as even the most 
cynical among you might expect it to be.

https://nyti.ms/2GMCMvV

https://www.nytimes.com/by/ron-lieber


Credit monitoring service, paid by offending credit 
bureau





https://myaccount.google.com/privacycheckup



https://myaccount.google.com/security


